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1. Motivation

¥ Bugs in smart contracts can cause
huge financial damage.

v Overflows in SmartMesh contract
(CVE-2018-10376):
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2. Limitations of Existing Tools

¥ Bug-finders (unsound) are fragile, missing

similar bugs (CVE-2018-14006): . tia

balancefto] = d
1, value = OXBff...f

¥

fee = 0x700....

balancelfrom] = balanceto] = OxBfff..ff
balance[msg.sender] = 0x700...01
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¥ Existing (sound) verifiers are imprecise (FP 1).

st batance [ fron) < SRS RN revere ()
48 (batancelto] + value < balancelto) |
» eg.sonder) + fes < Balance (mag. sender])

H S ree s A contract from CVE-2018-13326, which
: is incorrectly reported to be vulnerabl
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<Global Transaction Invariant>

‘ Goal: Develop a precise and

safety verifier for smart contr: ‘

3. Approach

v Key feature: domain-specific invariant refinement

ummxu invarants
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Progam unproven queries

4. Results

¥ s Bug-fnders (50 winerable contracts from CVE)
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¥ Starting from true, iteratively refines invariants until all
queries are proven to be safe.

¥ vs. Verifiers (25 contracts from Zeus paper NDSS'18)

E

M,ip“u
3

e,
. osiis | opente i:
Verismart |\ 05 | vee My Manicors . .
E
Recall (%) 100 7069 34.48 17.24 3.45 o
FP rate (%) 0.41 5.42 819 10.64 NA

v Found 4 (partly) incorrect CVE reports.
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For details, please see our paper:
VeriSmart: A Highly Precise Safety Verifier for
thereum Smart Contracts
(To appear in IEEE Symposium on Security & Privacy 2020)
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® Selective application of high precision (and soundness):

program
states

cheap but imprecise

program
states

program
states

precise but expensive cheap and precise

® Data-driven, automatic generation of selection heuristics:

GitHub "y

Heuristics for deciding when
to apply high precision

machine learning
for program analysis
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1. Motivation & Goal
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(" [Error Report of Facebook Infer]  [Results of Existing Fixing Tools|
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Developing a practical technique for

e 4 Failed to fix the error
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FootPatch (ICSE’18|

ode 1= NULL; node = node->next)
loc(szeof(ing).
10 if (dpe) return;
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§ for node = inads = NULL: nde = nodenex) { Introduced a new error
3 s oo
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ot = podedia; MemFix (FSE’18) : £
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13}

. . Failed to generate a fix (unscalable)
\_Obiect llocated af line 9 is unreachable f lne 12

Program n
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@ m R et Conditional deallocation
T2 1 o 0 e.g., insert if(pc) free(exp)
20 1 1

k by achieving:

« safety
« No new errors introduced
e.g., double-free and use-after-free
+ Scalability
+ Working on real-repositories
e.g., snort (320.8KLoC)

Our Fix
8 for

ot node = nade->next)
5 ine v

node 1= NULL:
- = maloc(szscfin):

10 if(tdpe) recun;
11 dprr = *(nod
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2. Key Ildea
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I ting Behaviors of Heaps by Graph|

[2- Fixing Errors by Re-Labeling Graph]

[3. Heuristics for

Labeling Operators
O—= -O—+0
0 g e
Labeling Constraints

1. No error pattern at reported paths:
alloc(use)*unreach

b = malloc(; //o,
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Memory-leak example Object Flow Graph 2. No new error introduced. o “©
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Selective Path-Sensitivity

3. System Overview

( Phase 1: Constructing Object-flow Graph

Program Slicer — OFG Constructor —

Phase 2; Patch Generation )

Graph Re-Labeling
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Original image Adversarial Images Original image
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