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MAMAHAIAR(CS)2 OS2t 2 HZO0| AITHE HIAEQ 2H4n EY sIMe] 7|82 FEH0,
THEHQI A0l 5240| SotX| L=Ch= 0|RE 22t ASSIULT. 22 ICT 880 M2 ADESZ
AABIS] 2 AHZAO0| SO0{LID U0, & o Ho| T4 4302 AKXl Hoh/t LM 4+ U=
HO Q§0)| FXt =50 QUCH T ABIAUI(Stuxnet, 2010), S2H0|HX| & ZC|AT(BlackEnergy
& KillDisk, 2015), QIAEZ0[0{(Industroyer, 2016) &2 ICS QMHTST =7t sidl J[8t A\|8S
L2le HRIN =9 AMolH H2{2|E0|ACHH, 22 REcH= ICS #HMYO 2H17HLockerGoga,
2019), 0iI7tA(Ekans, 2020)= GIO|EHE 253tot0] gelote &2 0|, 38X 0S8 3stst
7| |loff £ Agut OT2| 7184dg Tolicle BA S22 Aot U0, 0[0] Chet AFMIiHZE 52

otCt.

l. OT/ICS HQte| Eed

A A o] A A”l(Industrial Control System: ICS)2 &7} & of= 7|74, A&
S0, YREEAHA, He 7] 184S Ao 5 bRt EofoflA &8Ea Qi
ESH Al AR EA7]&(Information Communication Technology: ICT)¥ H&E-©

2 78 Yol E4d AntE 34, AntEAIES 7o ddo] ZgiEal gl ICT

y8-2 284 w(m 02-3290-4816, yunseong@korea.ac.kr)olAl F2J5HA17] BlFUL
Ul-8L gxjo] A0l Aoy TP T41ZQl Y&o] opdS wlych
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A7 oAl AFA A AR S FA Eok= T golE0] tar AAsHA AR ZA| G,
AHA g T o] 8siHA] ok A flS AE= 97 4ol YT Eofolth
AFE Bt & AEV&E(IT)S tFe © e, ICS ®opolA= ol& %71«
(Operation Technology: OT)e|gtal H21, OTE AFIAA A AE(ICS)] A53s ¢
olF A¥st=tl AT HE ALH BFLZ ouRith. J71e2 37 AZ(Factory
& Manufacturing) A9] 54& Htgdsto] A&A, asd, AARH 59 Fol 24
= G50l @Sy gtom, 2T AnE A2 848 HA AFS-UF A fF
oM "HES-HEF WA FAo® Adlsh= Al7]o o Uk
T 239 AutESK= [oT AlA, Al/HlHlelE, 5G & ©tget ICT Al 71e &5t
AL glon, A ZAolY 7| HRoltt HEEd Al glolE= ofAl A=F #AI
| Y TA L ZEEHEE 2 IT ALY 2 SHFE ABAE FAZEL Qo
OT ERte] oA o]ZA M= 7led oF Ad/do] 71, FA3] olsfof
st 37 HH(Attack Surface)® HS8foF & thAl XAKSecurity Asset)©] ottt
AAE Aste AEFEEROIY SHEAHAR) Ao E FA, AHYGE [oT 4| 50l
UEollA 235 HlolgE A Aot FACE ASSIERE, 717] AA| 4 -S4l FoFH
off tigt Hul7 a5 =3lot. AR HPAARHMES), ERP, CRM 5 IT F Y AlLHT
AAAHOA, & AH] 5= AdZsks Ao, AAl Het gl =24 5 312
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Worm
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e Drive
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External Source
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S7 Project  Infected Empl
Files  USB Drive mpoyes
T
S7 Project  Infected
Files USB Drive
Employee Contractor
Workstation i Remote
Access Initial
_________________ Assel
Network™ Print Seé Enterprise

Control Network

Network  Print Server
Share - Vuln

(Xt=) Eric Byres, “The Future of Critical Infrastructure Security”, Byres Security Inc. 2011, p.18.

[Z13 1] Stuxnet? CiUSH 24 RE

ot YAl FHf AHEH AHAY(Stuxnex) I EE Y AHAAF S7 PLCOD
AHE3HE SCADAY A28l YEQH9] AYS BRE HLE,
USBE A< st= Ae]gat71H(Social
wago] AESATH(LHE 1] Za1). A2 Aojo] AJF3t o]Fo|x= T2A|A glo]g
9 22 wAste], 94 LAt ol AFE oA A| KIEE ottt
LA Ao} AAHO FAEE 5T FARE 1,0000 Aol Gt 15SH ks
4] Haly|of TS Yo A AL BV AEE ftel mEls ok Hot d7REL

Engineering) 40 &

“
282 TS Aol Bl o] 15t Hrlehe ojulz “Ao]u] ujApe
ol2} Wslglizt], AHAYS oI ES} PLCE ol9A AotskeAE A AlA0] Kol

1) PLC(Programmable Login Controller): A4, 2El 53} =& 300 oJ&f ¢A1201 228 X|2si= &H]
2) SCADA(Supervisory Control And Data Acquisition): A2]Z0& QA BIH F2 BAl Sk D 44/71A 3
A, 5T T2 A ZHE G HUEHSHL Alofoh=t] AREE AIARICE [CS= SCADAS 3
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STAGE 1 - Intrusion Observable Steps n
Reconnaissance O ‘
External Network Hosts . Com toct
. O o - A
H ACCESS
===}
Supervnwrv(:onno!!lemenué o & Industriet Fron
: (Network, Agplcatiors, Servers) |
— o — .
o i
=
Control Elements il
O (PLs, RTUs, $55) il
m : : .l ‘
m =1
O Sensors & Actuators o kb ICS Effect
e L 2
g 4

Power Outages

(XZ) “Analysis of the Cyber Attack on the Ukrainian Power Grid”, E-ISAC SANS, 2016. p.5.

(2% 2] ICS Aol ZAQI THF 22 0HE

= A AHEI7E =
T+ 94 Al 201590 f-A=te|ue] At AJAES SASH ARdolt) o] AR
ALRRE AYS SFEol 7Holu A7 54 5ol Eulishs widT SJAF ICSO
gt Atol¥] FA0IH. F 3329] B JAFIT AJAEIO] Al 342 o}, A= 1A
R a1, 9F 225,000 7FH7F HiE Eodth FAR =
Ho|A2ATE QA FAE Aot EoHA] 3(BlackEnergy 3) I} gt
H Axojn4Y(Spear-phishing) oW I EU i ALY IT HIEYAE Fste= 1
A 4 FHSHAH(LE 219 Stage 1 FX).
AT Ao 73e gHet 3474 28942 dH2A(KilDisk) I ES AR
] AlA"S] mpAE RE HFE(MBR)E AHAISH] Bl AIARIT AE & A AA]
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of Z1g-olt|Yl(Serial to Ethernet) H¥ FA & A&
%71%"6}711 =S EZ& A AASHEA(UPS)E vl&/dstohe 5 SCADA 28l 4178
= Y5t A syt ARt o] o F AR AZo]
A A A LEls AS AAAZI7] Hl SAF FATE O st Aujs AR 4
(DoS)E d¥sto] 3o A&AIZo] SolUES st ADA7HA] E Y
Aoy A A4 Higt Aol 342 o]Ao® XA FUTt. 201549 &
2 o g53 JRE ¥ger, 20169 12€0= ICSoll W AFHAA T40] 77t
oI AEZo|o(Industroyer) FAHATEE HEH Aoy 9] £k 7|02 o] & HAA
£ AlolH FA3to] A1) oF 20%00 oF AIZE 7 A syt DA T AERO
o= 54 IAY gl EEA &L, AT B Y EHA SAl] »iE & o,

of
:Q,

_

REAOR FAEo] DNP 3 T2 EE A" 5 Z7} &@A)7} 7Fs3tt. DRAGOSS] £-4]
A3t [EC 104, 61850, OPC DA Payload 715 So] 34 WA= TH3]

H 1] ICS MOIH EHZ2IE =2 Hai A2

CHAN(Er M) orgACH TS EE w e
Ol IRZYUFA St NEIZEL 7 A 2217 1,0000f 7H
(2010) wne (ZEl USB =2j0]2) A 27
I240|L HIEBIAL BlackEnergy 3 & AT T 0| 228t 5,000 7I510] 3A1ZH 9t
(2015) KillDisk (MS QUA HLmQl) B ol LA

Rt=) nth SIS AH| 2

2. ICS AHAO] LiaH At

o

P SRR AR bl HigelE o) Ble Awstar, Alsle] 2 4ae 713
Aolebd, 2 1CSo et B4 AAIH olole BEE s APl F2o]
T 9. ALl AABE FIAY HolEE AT A48T 4 UES
g ZolxL frle AL gets oy mg ot

8%, A7 A WA IR Z190Ql ThEre] TSMC7} v el
Aelolel =il s Bk AR FAo| Akl Thso] FuE
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(WannaCry) @
o|= Qlsf oF 09 d9] &5 Y2 Ao A}, o Alals 2| o] Af @H]Oﬂ
AT E QoIS AX|5t= Ao A AMESH USB7F A golE &7 Aoz e FH A o]
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=21 sfet AHA R AFE
Aol AZHgo] Erh= A& =9I AL o, ICSTHE AZA 02 A= A
17k et ek 20194ofl= AlA Hdio] dFuls ARAR] 543 stolt
(Norsk Hydro)7F s Ho1= QIgt 3siE E 3ttt Norsk Hydrow AlAl 323kl AAFL
U=, olF AZste 229 IT UIEYA AlAH0] 24 7HLockerGoga) WA Hol
of ZAE Aol

LockerGogaw 37 AIAHQ] HolEHE AT o s YL}k, o] di&o]
dFuE 3L P 75 REE AASIUAT dFulw dAEE 2ALZ &
7Fsohe Aol S48 A4 92 9 A 713 4
9009} ol olz= FsiE EA =L, o] Atz A AlA IFulE AJikEFe] F4aste
AFulF 71| St AA7A] 2ot Tt LockerGoga%:— Norsk Hydro T4 o]
Ao ZFA0] AAYoF 7S 54

A oA = LA A4

201795 € A AAHC R {33 WannaCry A1 B¢, 259 PC ol
Al AlZtsto] o] EaPEAQl ghikS T, LockerGogas AlAHIO] HA] M E3)E o]%

F ARE &8oto] Hjxste HACE WP 7]E Aol oF ¥4 AHA
(Remote Service)E °|-8sHAY, ¥4 1Y EAHRemote File Copy) 71’52 53 Hut
(Propagation) E|AT, T AHFol= 7|2 FAZH(Default Credentials) &=
82 A (Valid Accounts)S EFsto] Aut HSHS: FSoh= w40 v Zlo|o},
NorCert9]3) A 23S HH LockerGoga= Y¥HAHQl A ES}F t2A YEYJR
Al oHA] gol, A&4 2l C2, DNSE ©|-&st= T ARESHA] tal, A5l A%
3t & W& Windows Active Directoryd] FEE &-8&35lo] SHAksIATHS].

202099l= 429 A5AAA EHHonda)2] &4
¢ 64, Aol FAS B2 ARl HE S AAHo] FoliE 4ol Aol o2 QI3
=3t Qe BEbd, B7] 5 A AlA 34 o9 3o ikl HEAAge] v =T,

_Ilﬂ

3) NorCert(Norway Computer Emergency Response Team): =2¢o] =7} AFE v 349

JESAIEE 7
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VirusTotal®] AL of|7tA(Ekans)d AZE AEoA Erho] Yi YEYIAR
F45+= THQl 4 ‘mds.honda.com’s FAF Ekanse £AAFE0] 2 DNS
o} [P Fa7F AR LX|oh= A5l Hloly d2sE stes /%] 3Ao], Ekans7t
E4 7147 221S gAfo R A E A HojE

=
34k Enel Group, SU9| ABARE )4 =4u] S5t Sol EFFso] ork. E
o Qi F%, $90 & AAHINE Ekans $4F 4Z0] wAEHgon, Et o

CHE SR ARASH REAZ SAE TAUGS AOR 33

I~

%)
=
o

taskkill proficy administrator.exe /f @x600dec: proficy administrator.
taskkill ntevl.exe /f 0x5f224e: ntevl.exe

taskkill prproficymgr.exe /f @x5fa55a: prproficymgr.exe
taskkill prrds.exe /f 0x5f200e: prrds.exe

taskkill prrouter.exe /f 0x5f6642: prrouter.exe

taskkill prconfigmgr.exe /f 0x5f9ec6: prconfigmgr.exe
taskkill prgateway.exe /f 0x5f8552: prgateway.exe
taskkill premailengine.exe /f 0x5fb5b1: premailengine.exe
taskkill pralarmmgr.exe /f 0x5f905c: pralarmmgr.exe
taskkill prftpengine.exe /f 0x5f9dc7: prftpengine.exe
taskkill prcalculationmgr.exe /f 0x5fd66e: prcalculationmgr.exe
taskkill prprintserver.exe /f 0x5fb617: prprintserver.exe
taskkill prdatabasemgr.exe /f 0x5fb4b2: prdatabasemgr.exe
taskkill preventmgr.exe /f 0x5f91ac: preventmgr.exe
taskkill prreader.exe /f 0x5f7356: prreader.exe

taskkill prwriter.exe /f 0x5f6756: prwriter.exe

taskkill prsummarymgr.exe /f Ox5faf2a: prsummarymgr.exe
taskkill prstubber.exe /f 0x5f7d25: prstubber.exe
taskkill prschedulemgr.exe /f 0x5fb7¢0: prschedulemgr.exe
taskkill cdm.exe /f 0x5f119e: cdm.exe

taskkill musnotificationux.exe /f 0x5fedd4: musnotificationux.exe
taskkill npmdagent.exe /f 0x5f8287: npmdagent.exe
taskkill client6d.exe /f 0x5f76da: client64.exe

taskkill keysvc.exe /f 0x5f310e: keysvc.exe

taskkill server_eventlog.exe /f 0x5fcaldb: server_eventlog.exe
taskkill proficyserver.exe /f 0x5fb5c2: proficyserver.exe
taskkill server_runtime.exe /f 0x5fbfbf: server_runtime.exe
taskkill config_api_service.exe /f @x5feaaa: config_api_service.exe
taskkill fnplicensingservice.exe /f ox5fff@e: fnplicensingservice.exe
taskkill workflowresttest.exe /f 0x5fd592: workflowresttest.exe
taskkill proficyclient.exe4 /f @x5fb@fa: proficyclient.exe

[LockerGogal [Ekans

(M=) “Ransomware Against the Machine”, FireEye Threat Research, Feb. 2020, p.4.

[ 3] LockerGoga®l EkansOlAl 7= OT & DZMA ZJAE

4) Ekans AYol= AHFS ARE L Snake T= SnakeHoseZT &E&C}

8 www.iitp.kr
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LockerGoga®}t Ekans®] 3832 ICSE HA O & 4ol &3 34& gthe o]
t}. o] & 79 WA HolollA AUE YA E(General Electric)Ate] H|o]E] 5] AEE]
T A AEQl R A|(Proficy) ZEA|AZ a4 SRI=ETH(IY 3] ). E3]
ol dHYIEE= T4 Ao OT & AZE o] ZEA|AE =S, ICSol|A ARESH=

T4 FTES =AU Ekans= 1,0007] o149 OT ZE2A|A Kill
Listg Efot1l o, 55 WY oIl MegaCortex & Mazeo| A= FARRE OT =2

[H 2] ICS &d0f =2 I3 AI(R2)
oy (EUE) o4gDi=y Tjat 3t S8 Al

2018 T2t TSMC
(H=A] dit S)

WannaCry 9F 2,8002 EL(RISRY), HAUE

OI:I

) S =5

oz
o
+
~
it

2019& =290 Norsk Hydro A AXLOE 71,

(23015 4 33 LockerGoga | 51 9009 0 38712 2% 5
20209 22 Honda Ekans oy Enel I5(HH), Fresenius(EAH N ) =
(RI=RF ZX) (Snakehose) (AAE ST NSAEE Y Y=7|7| gAr & BN 34
(A=) 120 SEEOINSHY XAl &Y
Il. ICS HOM|g CjS4tot
o|x¥ T4 AlAHo] WA olo] A= HlolH FHAAo] EAIZF WA sk, o]F

Z 3739 7HA FEoE oofA, A A4 AE F44 &2 o]ofXinh
Aol AT 22 ol Al i 7ol YA og HeshA] ohe o]4) 34
QFof AHA|7] ofFA|Rt, TA IT 7|FE°] Het ALLE ZFof gd o7 71X
EAIEC] @A9] OT FYollA LAYt lth= Abdol| F&E3fof ghrt. A7 7P Hi<
AFE st ol R E tiF s AMdS &712 SHAINL Aol 2SS oS T
o}85la] FA4S £ =3t golHE thaY(DarkWeb) 22 £ nlAlo] 85511

>,
i)
e

22+
=W HE 719]l NSHCE= @Al ailA 22& F25kaL, ol&°] AF7HA 6009
X9 Faj7|dez2RE &3 Z4F tolHE tade ST A8 R AT

JESA71EE7H 9
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242 Z2 Hole] 5 LR ¥A FAFL, olF o B FAL $ESAtT Fush
of Wg) 7|goaRE FAH oSS Holw Yk BT, AT 7192 ol 28
e el Ags) WaIde] § 2 ulee AFHES

AKISA) 22 AZ7]el| 41%3] Aistal 3502 Hi3stA =of giot
H ojHAlRE djulsof sh=7tol
152 B 8] g, d
Aloiut ol ”JEi S HiElt desta, 7led 227 27ke st #7149 Hde
Btolch. A EFAAR S B FEtAL, ALERE dupt dhe] A A S 7
ot 5 Se7he UEhdle Al2" Sd(Resilience)e wY o ot &4 Ha

AUTEE, ToT 7171 & AEERJIETF Sofual, 1 2ol USBE AH8-3tH,
LUPEE HEP LR ojtAE 9fet ddst= d4 E%?'?P , Hafgol=tal siA K
T A Aolghs A2 :Lgolﬁ‘r. hodan.io &2 JAEY 27lg AMH]AE o]-g5Hd
o] eEd AlLagE 3 W SR Fopd £ 917 EH—F: o, 7i7HQ1e] Het 14

4519} chol 4 7419 BAD 9 Belx LA,

gy
1

rulo
]

r

_\'ll

Anti-Anti-Virus Mythical Air-Gap

4|10°/o

57%

No automatic LE

updates
detected

Broken Windows Hiding in Plain Sight

69%

Plain-text
passwords

(A1&) “GLOBAL ICS & IIOT RISK REPORT", CyberX, 2019, p.2.

(O3 4] GLOBAL IOT/ICS RISK

10 www.iitp.kr
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SpAE OT @3] Hoh @42 o} sjof & o] Pk, 20199 115 Cyberke] 241
of wk=w, 2AF) 50% olgol Holels WAlo|t 1ok o] =S —aw %3 glom,
Qe 228 OT HEHIE A8 Folut, 244 40%el A ALY Ao] FX= 9]
ch A48 RS SHESeA g, BER MK A9 ot FSH(2E
4] F).

OT Hgte] FRAol w7t FASHAE, o4 ITeH: ThE OTae B4 &
BOLS A8/t A4 g ZHE k. A0 OTE A2dle] Am)7HEA, 5
FAEA) 1 A& AL o] TS Fasleh whebd ALHS DA FEAA
Sl QulolErt Bot YA 2817k ol ES =Y Aulo] FBF717 2ol
39 gE gl dE 24 glo] 24 W7k £9EIE st AKlo] 89 B0
Apu] AZQAE At o itk HebgRTH Aol FAHE B4 HE, 7)E
A2g] 9T D FANE Bk P 4 Y Z, OTo] S3k8 1ot 7
Aol FASIH(LY 5] F2),

ICS B4l LEESS 34 A58t o|2oldl o ARk B Wi 342 FulSel

HFz

BEHOE 1?45’- AAE B Ae SRz T foh 1] wEt SEe Het

—

716< HASHA il Wit (Vendor) AHAIZR] TR EZS JdstAY o2 79 A

Security Topic Office IT Systems IACS Systems

Antivirus Widely used and easily complicated and often
updated impossible to implement

Life Cycle 3-5 Years 5-20 Years

Awareness Good Not good

Patch Management Often Rare, approval from Plant

manufacturers

Change Management Regular and scheduled Rare

Evaluation of log files Established practice Unusual practice

Time Dependency Delays Accepted Critical

Availability Not always available, 24%7
failures accepted

IT Security Awareness Good Poor

Security tests Widespread Rare and problematic

Testing environment Available Rarely available

(AtE) “Whitepaper Industrial Security based on IEC 62443, TUV NORD GROUP, Version 1.0, p.4.

[ 5] Office IT2t OT(IACS) Heto| xto|H

RSV 11
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HMI (ADVANTECH)

Siemens PLC
(SIMANTIC 57-1500)

| PLC Reset |

Pl

g Engineering PC

(LT T AT 1T

Replay Attack

@

Al w A

Hacker
(Xt=) “0-DAY RESEARCH TARGETING ICS/SCADA SYSTEM BY RED ALERT’, NSHC Security, 2020, p.23.

[12 6] Siemens PLC Z2EZ FUX QT

o] A= o] Z-EHIL Utk OPC-UASL Zo] 47 Het 752 23kl 42842
HASh: ZREERE oy OT §49] B4 280l 847|714 AlZte] Eas)
ot ZZol= 2 Fieldbus &84 % 4H4E oldUl ZREZ| Het 7|52 F718taL,
ICS 449 ol AFE Adsty] §iet A7tk B3| g Foln, e (Black-box)
BlAg do] i 7171 AE7E Qloj= &40l kst 71&2 OT &40 Aetsitt.

EHdA glAgolgt 7]7]of tigh FEY AATE glo] 02X it Ao s
B4t O R, g YHE S0ty E4oks Slo|EvtA gAY LEE
‘2 H A" (Fuzz Testing) B HA(Fuzzing)olgt Edl= &4 7|&o] ti4o|H,
el &2kA]l A= ASsto] vAdZR] SEIY &= 5L, o8 B9
GHAA 2 oF, W I3 Az HFdS @A & vk 123 Fuzzing¥t
T2 A 71e2 7N R HARE AEdlehe A2 w4 2ol F4e 12A fAlskL
ot 71718 2eder AS5e & Wl S35t

HEYD Z2EE FuzzingS &7 2O 34 T4 AE 24, 201949 S-=fuzt
RF=EAE AL NSHO)9F oAkl ot E st d4tgo] 24z U AHAA
PLCOIA AHE 591 S7 B4l ZEEZO] Y-S Fuzzing 7|€= YWt 7 ZEE

—

12 www.iitp.kr
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o] 1olo] FORHR o4 AHA PLCSH FAISH: Y Alo]E7L 3 WRFO T 915
715 ABH7) WAL, AxYols pcet PLCO| 7o) ART AR B0l
(Replay) F20] Hfat okl ¥4l FotH( 1Y 6] F). o2 EAF AL o
5ok Hopio] RAHEE 25ty ATATE 9%o] A B ek,

Iv. 28 H AAFE

2= OT/ICS% e B2 AtolH FA0] AlRHI glow, ARl W37} o
A 4= Qo] HE Fo07F Fasith= AR At @A IT Eet Awrbe OT 80]
71&0] <] "3—}11 %31, OT FHol A= AelH Hetof tigt Ql4jo] w|&gt Af=do] Ak,

Hetol $8/44e 188 & W A 99| =52 F9 g a7 ok "Heb
A& U7t ofyzl, AA T ZAM|A(Security is a process, not a product)’gh=
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1. 771 AlAE

7] 71Al= F1719] T Q1 v3gAlo] HFEl(Flight Control Computer: FCC),
7} REol A9S 3achs AU, AYS 4 F50) 2ulishs &uldt, T12]1 A4EA|
20t §AlZ Fsks BAR, FAVIE BYsHA she e, 79719 dF 82
Ho]2E(payload)2 FAE HIPA] AFE= 7719 AAE &
2 9ro)7]E A AE(Attitude and Heading Reference System: AHRS), 9X& &%
+ GNSS(Global Navigation Satellite System) $417], 1=& &Hst= 1A
(Barometer/Altimeter) A4 502 FAE H|PA o] HAREE AAYEALZH
g2 2% F90] S22 ASHIPARE A 9 AA A H|staL, 11 AjolE R
o] IJH&E R BHYA FHEHol ARttt F5F= HAo] AFEHZRE T2 AL
ot REE SAAT = AdS sk, ol fls ZE, ZeH, H&E7](Electronic
Speed Controller: ESCYE 7HItt. A1F = XAEAAS 2F7|2HE 2F FPol&
F4l8H= RC(Remote Control) 24171, FR1719] YA, A4, &=, MY 2=F JHE
A0 72 HA5k= dY W EF(telemetry) $417], AF &2 HE
7] A% AFHolA FlE Fo2 FAHHEN. HolzEEs bttt I AlME, Fold
(lidar), 4704+ Floltl(Synthetic Aperture Radar: SAR), ZAA 7], 7tAEA7],
SAR7] A o5 EEEE WAISH] f AERA so= FAHH
A A e oA 2Fst7] fIvt ¥4 2357, FAV|=RE $AH

Q17 A
LA EE] FEE sAls] At HHHES A7), F7I=EH A 2 HEHA

@ A= B9l HolEE FAlsh] f1gt Qo] A 7HE} Ho|EE A Eshal AlZHE o
2 RIS AT AEAE 9 AR R FAEE

Al B FA7I} AVFEAA AloloflA HolHE HEsty] 9t sREA £2F 4l
S5 Ags] A 8412 2.4GHzeF 22 ISM(Industrial Scientific and Medical)
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(XtZ) R. M. Ferre, P. Richter, E. Falletti, A. D. Fuente, “A survey on coping with intentional interference in satellite

navigation for manned and unmanned aircraft,” IEEE Communications Surveys and Tutorials, Vol.22, No.1, First
quarter 2020, pp.249-291.
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F-R1719] BlggoflA o]e} FARE AITIHAE 7= 57138t Alaqt Brolso]= B ol
719 ol ol A=, oleEEE Ak ¥AISE8 A (Inertial Measurement
Unit)+ 1 332 T HA| A" (Inertial Navigation System)oll HHUAA F2I

=
717t B ARE fA6A Bk AW W SYRES AN T ASHon B
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(Xt=) Y. Liu, S. Li, Q. Fu, Z. Liu, and Q. Zhou, “Analysis of Kalman Filter Innovation-Based GNSS Spoofing Detection
Method for INS/GNSS Integrated Navigation System,” IEEE Sensors Journal, Vol.19, No.13, Jul. 2019,
pp.5167-5178.

[323 8] Innovation averagingg 01&8t GNSS AZE(spoofing) EX|
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