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The updated European Data Market Monitoring Tool

European Data Market Monitoring Tool (STUDY UPDATE)

[ Data Market Taxonomy ]

[ Data Economy Ecosystem ]

Indicator1 Indicator2 Indicator3 Indicator 4
Number Number of Revenues Data
of Data Data of Data Market
Professionals Companies companies Size

Indicator 5 Indicatoré
Data Data Skills

Economy Gap

Indi s scope, seg ion and ement — GAP Analysis

Data Collection Methodologies

Production of d i | Year 1 - Year 2 - Year 3

P

[ )
[ )
[ Quality Control and Validation ]
( )
( )

Assessment of progress key policy targets

Source: IDC, 2017
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Appendix B

Recommended Minimum Standard for Vendor or Developer Verification of Code The

following are recommended minimums for verification of code by developers.

Technique Class

Technique

Description &  Reference to Recommended
Minimums Document

Threat modeling

Threat modeling helps
identify key or
potentially overlooked
testing targets.

Section 2.1. Threat modeling methods
create an abstraction of the system, profiles
of potential attackers and  their goals and
methods, and a catalog of potential threats.
Threat modeling can identify design-level
security issues and help focus verification.

Automated testing

As testing is
automated, it can be
repeated often, for
instance upon every
commit or before an
issue is retired.

Section 2.2. Automated testing can run
tests consistently, check results accurately,
and minimize the need for human effort
and expertise. Automated testing can be
integrated into the existing ~ workflow or
issue tracking system.

Code-based (static)
analysis

Use a code scanner to
look for top bugs.

Section 2.3. Static analysis tools can  check
code for many kinds of vulnerabilities and
for compliance with the organization’s
coding standards. For multi-threaded or
parallel processing  software, use a
scanner capable of detecting race
conditions.

Review for hardcoded
secrets.,

Section 2.4. Heuristic tools can be
somewhat effective checking for hardcoded
passwords and private encryption  keys
since functions or services taking these as
parameters have specific  interfaces.

Dynamic analysis
(i.e., run the
program  on test
cases)

Run with built-in
checks and
protections.

Section 2.5. Programming languages, both
compiled and interpreted, provide many
built-in checks and protections.

Create “black box™ test
cases.

Section 2.6. “Black box” tests can  address
functional specifications or requirements,
negative tests (invalid inputs and testing
what the software should not do), denial of
service and  overload attempts, input
boundary analysis, and input combinations.

Create code-based
structural test cases.

Section 2.7. Code-based, or structural,

test cases are based on the implementation,
that is, the specifics of the code.
Code-based test cases may also come from
coverage metrics.

Use test cases created
to catch previous
bugs.

Section 2.8. Test cases which have been
created to specifically show the presence
(and later, the absence) of a bug can be
used to identify issues in the absence of
more general “first  principles” assurance
approaches for detecting bugs.

Run a fuzzer.

Section 2.9. Fuzzers can try an immense
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number of inputs with minimal human
supervision. The tools can be programmed
with inputs that often reveal bugs, such as
very long or empty inputs and  special
characters.

If the software might
be connected to the
Internet, run a web
app scanner.

Section 2.10. If there is a network
interface, use a dynamic security testing
tool (e.g., web application  scanner) to
detect vulnerabilities.

Check included

Use similar technigues
to gain assurance
that included libraries,

Section 2.11. Use the verification technigues
recommended in this section to gain
assurance that included code is at least as
secure as code developed locally. The
components of your software must be

software gfékﬁgﬁsé’ssse;evéiefé’ elC | continually monitored against databases of
than  vour code known vulnerabilities; a new  vulnerability
y : in existing code may be reported at any
time.
Co&rect kcritical bugs as soon as possible
T and make process improvements necessary
Fix bugs Fix critical bugs that to prevent such bugs in the future, or to

are uncovered.

at least catch them earlier in the
development process.
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3. 2ot HILE fIet OVALY| tlisto
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i OVAL Stored Generate
@ g Definition $ OVAL System
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Results AL
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3 Producing OVAL Results (
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20t FUS ORBD, SCAPS OI83I0) AIAY PYRAS FHASt: BUEY 10| RSt ol
SCAP 29 ZREZ0| AU J|HoR o BOt 3455t BLEY T7S0| 2AEUSn, S5 2
SEI SCAP RME 7BIO2 2 U AIAR S AYEHD, AA™O| BOH FM 24 RS W

2 25t

s

7. OpenSCAP

ntu: fhome/test/Desktop X O - ssarhels-ds.xmi-SCAP Workbench
fle Help

oval:ubuntu.test.for.

root@ubuntu: /home/test/Desktop# Il

Processing has been finished!

(22 3] OpenSCAPE 0|85t HAESHE 2%

OpenSCAPE Redhat AfOIIM fESHY JHEE[D Qlo0f, SCAP Z2EZ AYES O[8ot0] A|AH
2 ZAet7] et Hot AHHEM LR Qe EAA TZAEOICH) . OpenSCAPOA 2|HsH=
OSCAP Z20gHe CHEAQI Hot AVHZ A|AGS] Hot 14 45 =fQlotyl, SCAP Bz L AtY
S 7IBeR ot S ARBSI0 AlA”RS &4 AT E A £ Tt 72322 XCCDF, OVALRf
€2 SCAP HRUES o2 AARS| 2o J2 24 O{FE FUlot,
OVAL QIEHIZ2|E{(Interpreter)2| A Lot ettt OpenSCAP T4t 37| Ul 71R(e] =2 LiF
Of Z|HBICt

OpenSCAP Base : OpenSCAP Base= SCAPS O[2510] A|AHIS] 1 L 2ok AFHZS dhot
= AHHUE2Rl =7 (OSCAP)OICE SCAP HE XML AZ[00f| et SCAP AHEIZE HSstH, 0|2
SR AlAY WIIE sict

OpenSCAP Deamon : #It2E0M dallzl= Gl MBIA0H, AEe Lo Ter J[AQL e
OlHE BItettt 54 H0| ol A|2”EES A&42=2 BioiAL =22 Yl B/ & 4 AL
o
=}

=

OpenSCAP WorkBench : OpenSCAP Base=Ct 70| AHSHH0[LE, 2oz AHlaE=
Ol82 g AlA"RE Boe 4~ Qct

OSCAP-SSH © LEAE &Sdoff @A FREHE Lo, 20E 49 &+ UL
I

OpenSCAP AHSe2 72422 22 AILEY0MR AL-S AZs] BIIE2 oy SSiE

13) OpenSCAP User Manual, https://github.com/OpenSCAP/openscap/blob/maint-1.3/docs/manual/manual.adoc
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of CHst OpenSCAP HIEJF L3, OSCAP-SSHE 2 k(Ao Mz|g0f Q0{0F ste=z
OpenSCAP LHOA BIt 7HsSH SeiE0] RYA, 254 2 =22 HYE|
22 J]Z& OVAL A0 Qe MZ2 g4

OlM QSEe 2E4s I2HEOQ] F7h & ot SSiE
SH 240| 0|21 A0! HERH= SCAP 2ot RUHY =7 F0|M 71y 2 74540 2 =70
CH4). ot OpenSCAPE CRI0IZ 2ge(0f A K571 B ASoat Hlstol WE ¥gE AHR
CH B7F Zae] 2, XML I E= HTML 20M2 250] A|AH0| dBtol HIt ZnE &
g 4 QU

Lt. OVAL Interpreter (ovaldi)

113 4] OVAL 2IE{Z2|E9] 585 &Ql5t= 256

OVAL QIE{Z2[E{(ovaldi}s MITRE AlOfM JHEhst Z2T24o2 OVAL HRUE0| OVAL 210{9]
eELA HHAL FHS ASoh| flall JHEE Z2HEO|H, OpenSCAPR ORVIZZ 2F AAH
oM 2ot & g YEE +goial, 34 2 4 240 tier Y25 Mo 24 2aE 21
STt 2Ale SCAP ZEUE 204 22 OVALZ 2|UsH=C], OVAL S0IME i Mz =}
2 olsf WRO| mal HAS0| Ot LS 2] BE EAES US| YCho). E
ez 2 YR fHA0 37 2H0| A AN 1

P

=
2HEQ0| T £ 20144 0|&F st 7|5 27} Y

=4

ﬂJ

N
ER
0
rH
raiy
>

o

Qo] SUFOIMe| Bt =7tk
Ol Ol A2 UA| Gt

I=!
Im

Ct. jJOVAL : Continuous Monitoring
JOVAL HBZw2 Java A2 AHEA2D, SCAP HIZ0I3 2ME 0|85ty 2
HAcz HId £ QUs US SdE g FHS2A0/A AFHHOITE SCAP HEUHE
OVALS| E2 2[4l AT 2|5H= CiAl S OVAL Q101 HAOIM Z{E 4 Q= 2= EAEE O]
Y & Us 50| ed, Ef =752t Bluoty A A[A-0| JOVALO| HR|=|0f QUA| AOtE SSH

14) Add support for FreeBSD, derived from https://github.com/OpenSCAP/openscap/pull/1574
15) OVAL Community, “Supported tests”. https://sourceforge.net/p/ovaldi/wiki/Supported%20tests
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S4IZ 0/2510) RE AAR ZABo| Cfs SCAP B

i
10

Ubuntu-oval-all.xml 9/9/21 @600 0000 OO G FALSE ovalkrrensr oval check hosis allowsst1

Select All Rules 10:17 AM o =

Default Scoring Model with a PASS threshold of 3. mie e TLune.

1 Target in scan: No Items Found: Textfilecontent54 ODJect ovalikr.re.nsr.oual.check hosts. allow:ob]:

- Value

Results Overview Rule Diagnostics © Learn more about these reports. g | g pr——
datatype: string
&1 220132

pamern  Asshd\s2:s2(2:[0-S1{1, 31\ H3}[0-9}{1,3HVI0-S}{1,21)? operation: pattern match

Results by Rule (13 Rules) ©Emore Refereriampact ki L datatype: string

Compliance: 2| 2HH M 229 =2 =. acco... 7.7 FALL instance operation: equals

= datatype: int
Compliance: 21 Mt AH2IZR2I M- DAL ] FAL
PCEER SE AOIED

COMplIGHCe Peian = =R El= 2 01 ST LA Hosts.deny © © ©¢ ©€©© 09 ©: FALSE ovalkr.re.nsr.oval.check hosts deny-tst:1

Compliance: B2 2 THA| 22| A =81 2¢ 7 FAL
AL least one item must be found.

Gihbllance St SerdetiolicyEilic Ao L) No Items Found: Textfilecontent54 ODJect oval krrenst oval.check n0sts deny.ob]

Compliance: At & Al SSH-RDPE 3|12 7.7 FaL R i

Compliance: 22HAIH0| SCHE 2SMA .. pack.. 7.7 PASS filepath  /etc.hosts.deny  operation: equals

Compliance: PC- == 77 FAL datatype: string

Compliance: PC = 7.7 pattern  ASsNd\s?\S?ALL operation: pattern match

Compliance: HE w5 A| -~ 12| e pass Heranpe SiE
instance 1 operation: equals

Compliance: LIS LPCHIHZ AR AZE 77 PASS

datarype: int
Compliance: ZH22| RISTAIEHEHS = 7T FAL
Compliance: 223 A|~E (el 2R2IAL. 7

[ 5] JOVAL Z=2#E 0|&ot0] HIAESH 21t

JOVAL Professional H&2| A% HAAZS AFHSHH SCAP BIHZ1}L ‘$scan_data’ ClEE{ 2] L{O)|
ARF(Asset Report Format) 2|EZE HAo=2 XYM, ARFE 21 S Z270e L{ol| LIEFHCE
JOVAL Z2o2 HTML 2|ZEE dHotR= Rotlt, hil el AAR- 24 L WIHENE Z2
O Lol BIHED 2 HMIRERZ 2FM[S] LIEHO BIIel 2215 &l =teleh & Aot

11
B

JOVAL A= 20118 & Ol2ff 2EAAS JRUSIAZ] OfF SCAPS| 2% 7§ & JOVALS
SHE =S Qo cHsitely, 20219 128 Aritic Wolf Ao HYE[0] 2= JOVALL| Y4
7

5|
s FE & =+ gith

-4 ru\u

2. Nessus Professional

Nessus Professional® SSH S48 Sdff IT HEYR W AAHSS 2H2AS HA A7lstn H
Jtet= @l 7|8t Bt AJHHOICE SCAP AZHS H|ESHH YQ0f A, HESRR A & 0lg] F+d&
4507 Ol AAER] AZH EHIESS(Templete)s =1 U0 2|td U XHs CHYst AMsS Sl

1

mokEr 4 T, 2oHY WEE Z2{19I(Plug-in) HEKZ A0, Z2{101S JHAC AlREo2M
Z

ke

2 2108 WIS M43t

N

| e

SCAP BIto| HL ‘Advanced Scan’ E== ‘SCAP and OVAL Auditing 883l 0|83t & £
o, SCAP HIZOI3 EA2t OVAL XML A1 & StLE Eliot BIHE e 4~ ULt 2tol2 &
s BOE £ Us YES A|ULE SCAP HHS| B2 SCAP 1.0~1.2 HAHZRR| 2 Z|«stH, Ubuntu

16) Tensible, Nessus Professional Datasheet. https://www.content.shi.com/SHIicom/ContentAttachmentimages/SharedRes
ources/PDFs/Tenable/Tenable-Nessus-Professional-05242 1-Datasheet pdf
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@) =] - L = IT =2 SHS A —_ 5] = =5 =
HEn €2 Y7 2sLe oy EEXH0M BorE ddey o+~ gle A0l SAfettt. EOJ, SCAP &=
[ (=) = = = = (=) . = = —| — = =
= OVAL I1¥s O|8ot0 Bt Al B7fotalat of= LIPS zip HYA=Z =010 Y=EoH0F oft,
SCAP UZ HEMZ Al SCAP Data Stream ID, SCAP Benchmark 1D, SCAP Profile IDE Y0|
= =l 99 SO
Al Yaliof otz =Hes AL
Settings Credentials Plugins <& SCAP
Linux (SCAP) Windows (SCAP)  File: U_MS Windows_10_V2R3 STIG....
Linux (QVAL)
SCAP File (zip) U_Ms_Windows_10_V2R3_STIG_SCAP_1-2_Benchmark-2.zip X
Windows (SCAP)
SCAP Version 12 -
Windows (OVAL)
SCAP Data Stream ID scap_mil.disa.stig_datastream_U_MS_Windows_
SCAP Benchmark ID xcedf_mil.disa.stig_benchmark_Windows_10_ST|
SCAP Profile ID xccdf_mil.disa.stig_profile_MAC-1_Classified
OVAL Result Type Full results w/ system characteristics -

[12] 6] Nessus ProfessionalE 0|8510] AMS RIdlish= 2&

1o
2

H2lpt SCAP 29t SUER SRS SHS EFSH0 F2/E, HEH BUEY =750 £
& H|I sigts [H 2]0] LIEfHCH

[k

[# 2] SCAP 2ot 2UHY =+59| Vs Blu#

SCAP #iz/0t3
ZM Bt It O X o) o)
o1&
oz mo} ~
_ (22 Al2go| X O o)
’ts % H21=|0{0} &)
A &E 1~52 O|Uf 1~52 O|uf 10~202 30z Oy
CIR2E s 07 O O X O
2|ZE Jts HO XML, HTML XML, HTML ARF

1 2I0|& SCC (SCAP Compliance Checker) , IBM BigFix Compliance, McAfee Policy Auditor
=0[ ULt

X KISA
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5. 20

YA L 2 ATEQOSR REALL 2[5A AGoMEe H¥MUS TR0 D AELR0ME
A ZIAHZ0| HY JESS ZgstA =t o2t 43 FEE 0]8510] 2YA AL ATEL0IE0|
Ze FYE (YRR IR0l FR)g AT 4 Tt 0[23F AEES2 NCP(National Checklist
Program)170] 210 =1 Qo 2 S& AA-O0 et 2R]6t XCCDF EE SCAP 1.3 content
HAOR AIZstn UCH IUOIME SCAP 22 HAIZLEHYS 26t HAE 4=S st= 77t 2
2510 0|8 Soff ALEQNHE Mitst= 7|2 AP S Alsotil, Lot 71goMEe FEAIARS] 2

A OF Z[obOl Chst Il s 24 4+ UA=S

17) https://ncp.nist.gov/repositor:
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HA-EE Hzhol|M Z717|8Hevidence-based)2]
AL HeM

0|2I7} (lee.david@navercorp.com)

HIO|HFAS|AF IHAUEEES 2R} (O] A})

©

1] MY ELde 2 EUA0 a2 Sof 78 2 VIE WYL EofuiyUY 2ol It
A

1 i
AtE 8,435%0ICH Al =Y YAl ESURIHSIE HAIYA A28 1823,300A 2 283!
(=

=
T AN
o1 slet 2Ed A3

[@)

[AFRH] 2] S8UI0IE A2 £ 19 2300| =elet &4 HelZ2 2,1000 d, g=Hel= 2F 90
A& 1298, QA Helf thE] 4% +5)22 219 S8UI0/E Heits 204 53 =23 YA

TIOlE 38 Al A[Zel 208 82 0|27/} HEREQJAEIL & AO[Leta olyet, S5El HIo[Eet

O T

18) tista8d®, "AREYd 7Yt Mete Roh= VHQIZEEH”, 2021, 11. 25,
URL: http://www.kbanker.co.kr/news/articleView.html?idxno=201755
19) OfOlFA24, “[2|YZ&EQ!] Y7E CIOIHALMNEZ "Clole HefA|d, Salivt M4, 2021. 5. 11,

URL: https://www.inews24.com/view/1365763
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o2 A0 J|oiet Sal zalst £20C}20)

s

[Atedl 3] 45%= Q
Mo 230 2AdS E{UB "HE AEfOl| CHel Bl S 2F0f0
rarsl o

H—/ o

RIS J|gre] WIIA'S B3 1280 W AL, Y& 0|50 ATfelol
RO AR SRR 129 142 Y

Olz 72 &2 AIZIH(Sf 462H4)9] AtE

o r
w
e
o

>

>
ol
_o£
rr
4>
FHN
o
Q
o
N

r o
S 2E IO Ot Ae) ZAB S GO SE-RAE Jj0ER 28 U ©50) i 2
3l

i
r 2
A 24 @S 27 BRYO| HT|ES FRE of

70 [A= 1~3]2 EA dIf = FH| 0522 Eorgles Afereld), ot v UCE 4
o0 ARAO| Ho]H SHE TIEiez S sEols 89 FYE IY + UAUE FH0let= oIt

(AR 4l AAel YEe we Aol Y
23 HCt gz IER=

== Aol

2OILt O[=0IM &4 A0 2eh =27F THAIEZ U0l M At 2
Sle 397t b UL Sol, HAYE0| et fAle & MACl U gt AAel griETE R
2 % ot U Sit A =2l0] AMEE, ZF7F Zelst NelEEES Y iy

21

=
SAZH S, YT GDPRO| Y= RAS 2TI2 wors0ls SAlo| 7|29
B 7 2

er2 ZI1Ze| A7t SE = T
HE Hs debote 22 2Ee g2YsS Tk Zefotl ALK &3 oi=2 7|ge] 2Hdg, 7hel
EEY2 LR AR 22 ). 28|, oleF &2 4+ S0 Ao grdE o, el &t
41 CIo[e AHe| Y2tz SE0| UHsto] =gkles AfX= Fetota] pith 59, HI0HE 2=
oz 34 7|8 evidence-based)2| =27t AAE|0] HEEL U= SAY 20| T[] =t of
Qo] Atefut, A FIoHYEHe G9lPt BrEH2 2 AAIEL A= AO|CE

20) BlKorea, K<2&>=8UI0|E HfA 29 374 42 EH-7, 2020. 8. 11
URL: http://www bikorea.net/news/articleView html?idxno= 27619

21) BUZ, “F&5 o= Amol| ‘MY 88 24" & &2 FI2 Z27, 2021, 12, 14,
URL: https://www.khan.co.kr/national/health-welfare/article/202112142100005

22) SAEOIE, “(A2)22 1o JHIEE £33 2021, 12. 21,
URL: http://www.newstomato.com/ReadNews.aspx?no=1094739
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ox
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mjo
do
g'h
cE
1]

Il
Hn
=

O0|=20j= "2A7|8F 242l 7|28 2018(Foundations for Evidence-Based Policymaking Act of

2018)y Olzk= YOl AL OAZ2 SAYIE JH+E
=]

Evidence-Based Policymaking(2017))>7 A
MHs et SH 2 H0[E< = A7, 2) A BUF 255 oRefett 3) G Ho[E
2|2 Mt A 58 22o=2 SiCh = 5H X1|443140§ +d= o] HEe Y 7|20 JUs ¢

g O AsoF & SAVIEE YA oish V|BtE AISEEt23)

) Vs Constitution Signed.
Calls for Decennial Census L’L Government Performance and

Results Act (GPRA)
u BOS__ Commission Appoints

ed by 1995 DA D
d b u_“.:‘.._F RA Reauthorized
Secretary of the US sury to

nvestigate Accounting Methods

uNL Information Quality Act

Federal Reports Act

Efficiency Act (CIPSEA)

Federal Records Act (FRA)
1950
E-Government Act
Budget and Accounting

Procedures Act m_l;- PRA Modernization Act

ducation, and "1" T Commission on Evidence-Based
ICation, and ¥ X i
u 5 107 ' ir Information Policymaking Created
1074 Practice Principles (FIPPs) p
u_- Legend Lows m Commission

u& 1977 Privacy Protection Study

Commission

UL Paperwork Reduction Act (PRA)

(L1 1] Ol= U 3 @4 AlAE 2 01

>
rim
N
&
i
ol
N
N
=
o
Y
4>
o
Ho
rio
]

0] HE0| oot® J&F 7|22 ofd o= 22|04AE(OMB, Office of Management and Budget)
b 9|3|(National Assembly)oll d2 Ao|S AlHGID HSY ‘HA A AZAME HZcH0F o=, A=l

Moz Cr22l LE0[ BIEAl ZBIE|0{0F oLy,

23) Library of Congress, “H.R.4174 - Foundations for Evidence-Based Policymaking Act of 2018”, introduced on Oct.
31, 2017, URL: https://www.congress.gov/bill/115th-congress/house-bill/4174

24) i DIUAERS ZHI|EE Y QA3 CHE A &6 The Promise of Evidence-Based Policymaking’ &£1A0)|
428 Z(p. 13)2 BAUB0 £+28t HOICH Y 2ALEL CkS YA0M T 4 QUck
HIM W B https://bit ly/3moXc0A

25) The CIO Council, “Foundations for Evidence-Based Policymaking Act of 2018”, last visited on Dec. 20. 2021,

URL: https://www.cio.gov/policies-and-priorities/evidence-based-policymaking
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¥4 258 2YsH| QT 1093 Bt Yt FE_F(Evaluatm Officer) & SAI4 84, 7|

O] &2 ofRIgZ22 "53EF HIOIE{E(OPEN Government Data Act),et THIZZEES 2 &
A2 s (confidential Information Protection and Statistical Efficiency Act of 2018),2 1 U=
o, d2= g4 A& ojttete|ddeR oo AUdSR 20| T2t ddf Jhsot Helel HefH
YA Hel AS 4Y 2L BAEE ot WSS, FAs 371 7F 2SS 22D 58 57
222 ol Y 422 vYFE Y2 JI0|EE ot sA0l S HHHAE dHlote WEES
g ot 5|, date oY 48VF BERotll U= G0l S Tpefstl SIHe| f4ee BIE
N zZHo2 oY C0JE SZ(Federal Data Catalogue)S HHE0AH S7Het=S st QUCH26)

Define Inventory
levels of existing
evidence programs
¥, b
v y
AN 7
Require Six actions of Compare
action through 4—— evidence-based ——* program costs
state law policymaldng and benefits
f/' ' \\-\
k/ \.1
Target funds to Report
evidence-based outcomes in
programs the budget
(O 2] SH7I8t d2ego| 6tf das YA (31 Urban Institute)2”)

Feltetofd THOlE |y Egeto] et HE(Olot “HIolE V1 ERiE @) .01 Al 2020 60
Z A

A ACE 22| HolE7[dRIg-EE HIO|H7|2rlyol 2ol g2 Fot Ardts Yol - 2&o7| ®lst

26) SH=EHEIRIESH, “Global Open Data, Now[2E4|0|H siQ£2E5F 2019 Vol. 127,

(S

URL: https://www.nia.or.kr/site/nia_kor/ex/bbs/View.do?cbldx=27974&bcldx=20968&parentSeq=20968

27) Urban Institute, “Improving Evidence-Based Policymaking: A Review”, April 2021,
URL: https://www.urban.org/sites/default/files/publication/104159/improving-evidence-based-policymaking.pdf
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