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SMARTEST?2 7|=0] 7igE

- VERISMART: ADIE A of b8y AS0| &8t ESHME StHA (Invariant)S AS22 FEHCZM

Hof Py ZRYBHe FOPHS AEFT SAI0, ERHQI SHA M4 E51 519 Z2E(False Positive)2
SAXOE HE(1Y 14 &1)

- A0FE A9 FY BRI Al AEE 100%, HX| G2 99.5%E 20|H 7|E 7|= tiH| g5ttt 455

21 Sunbeom So, Myunho Lee, Jisu Park, Heejo Lee, Hakjoo Oh, “VeriSmart: A Highly Precise Safety Verifier for
Ethereum Smart Contracts”, IEEE Symposium on Security and Privacy, 2020. b.

22 Sunbeom So, Seongjoon Hong, Hakjoo Oh, “SMARTEST: Effectively Hunting Vulnerable Transaction Sequences in
Smart Contracts through Language Model-Guided Symbolic Execution”, USENIX Security, 2021. 8.
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- SMARTEST: ADIE A 2kQ| F|okst EMIM A|EA(Transaction Sequence)S Al HOZ M)
AD'-E 71|OF0| EO}A‘I 7-|7<0“ gl'g_ 7}%

- VERISMART & SMARTESTE 7L AI2E = U2 QEAA ZSHES Edfj 824 (2
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o
ozt
d

[ 14] VERISMART F|2fst AOIE Aef ©X| 2d02|1F
candidate invariants
— p—V
—— | — | Generator Validator — PEe—
— —
Solidity N Verification
Program unproven queries Result

Ex) A Q| 421, “VeriSmart: A Highly Precise Safety Verifier for Ethereum Smart Contracts”, 2020. b.

[2& 15] VERISMART ADIE A2 H#F ZiK(https://iotcube.net)

Result of Smart Contract Verification

File Name example2.sol
Verification status Success
VeriSmart version 200
# Integer over/underflow 5
# Division by zero 0
# Integer over/underflow with vulnerable sequences S
#Warning with vulnerable sequences(Red) 5
Elapsed Time 85.72 sec

require (msg.sender == owner):

}
function mintToken (address _target, uint _amount) onlyOwner public {

" balancel_target] += _amount: // unsafe - overflon
| totalSupply += _amount: // unsafe - overflow
}

function transfer (address _to, uint _value) public returns (bool success) {
require (balance[nsg.sender] >= _value):

return true;

}

23 Metro, ‘1120, ‘AOLE AOF HOt FOkH ot EAAZ FI7, 2020. 6.
24 loTcube, “Security Experts are Always with You”, 2022.
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- S20I AL TAISS BE S2(SFIE TE)0| T4 ZXH6101, GHLIS| MARIOIA 23 FoPO)
[I2 AlAHOR HMIHE TH5N0| 2

OpHe FMIIIHOIA TEO| S40| AHE(0], BAWIK| LAEIX| 0F2 H 01U B Ch =AY

- MOVERY: ZE +F1t ePi MIte Fof 1= SES Feok Xloh| /gt 7I&(F= 371 HY)

— =

- 7|& 7|2 TiH| 6HY O|AF IS FOFMS 2N =2 MBI (96% HUT 2 96% MHHB)E EIX| 7+Hs510,
AARIOIA MIHE FUHS EX|oh=0l, E8X2= &8 71528

[2& 16] VUDDY HYH BIX| Yu2|E

r PREPROCESSING q CLONE DETECTION
Program
S1. Function Fingerprint Fingerprint
retrieval dictionary dictionary

of target
programs

of vulnerabilities

Functions

S2. Abstraction

and normalization S4. Key
¥ = lookup
(Preprocessed
functions found
S3. Fingerprint S5, Hash
generation lookup
- found

Fingerprint
dictionary

| Report clone I

=) d&t 2 321, “VUDDY: A Scalable Approach for Vulnerable Code Clone Discovery”, 2017. 5.

25 Seulbae Kim, Seunghoon Woo, Heejo Lee, Hakjoo Oh, “VUDDY: A Scalable Approach for Vulnerable Code Clone
Discovery”, IEEE Symposium on Security and Privacy, 2017. 5.

26 Seunghoon Woo, Hyunji Hong, Eunjin Choi, Heejo Lee, “MOVERY: A Precise Approach for Modified Vulnerable
Code Clone Discovery from Modified Open-Source Software Components”, USENIX Security, 2022, 8.

27 VERITAS, “13itf, MAIE ZE'AtS ©X| 7| 74", 2017. 5.

28 AR, ‘05X ) W, U FE =X MOVERY 7|& 71", 2022. 9.
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[ 17] VUDDY ¥ ZE XHALS EIX

A https://iotcube.net)

Result of Vulnerable Code Clone Detection
Detected 21 vulnerable code clones (14 kinds of CVE) in your package.
Top 3 Vulnerable Files Top 3 CVE Occurrence
Rank Name Count Rank Name Count

Enux-master/linuc-master/kernsltrace/trace.c 3 1 CVE-2011-4081 3

nux-master/linumc-master/drivers/net/wireless/zth/ath?k/htc_h " 2 CVE-2047-18333 3
2

inux-master/linue-master/crypto/ghash-genericc 2

w

The origin of vulnerabilities

Salinux 11

number of vulnerability

ATESO] i AWM QEAA ATEQIS HE5H= HS THHS DA SAIxol

NS St Azl 22

- QEAA ATEY N MAE2 ML HHO 2E8ds 0110 7 AZtS SRS, FEot 2|/t
S X| U2 QEAA ATEQ0 MALER EHOF /&S 01|

_ Forst QEAA ATIEQ

QLQEAA FIQAS FeoH AR + U 7152 CENTRIS297} THEE

- QEAA ATEQ0{O] 95%= TE U TE SHI B MASE7| TR0l Heoi A2at7| 021

Seunghoon Woo, Sunghan Park, Seulbae Kim, Heejo Lee, Hakjoo Oh, “CENTRIS: A Precise and Scalable Approach
for Identifying Modified Open-Source Software Reuse”, International Conference on Software Engineering, 2021. 5.
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- CENTRIS 245 &ofl, HIEZ Q! S 7HdAMIS0] Bat 1071 0[] QLEAA FHQAE IAESILT
ACH, HHOIEZH10H O]y OF & TERASE ZM HEO SEXQ AZEQNUIM AIBES &2l
- 9| £EE QEAA FHQANME =2 FHT(91% HUT 3 94% MHE)= AH0| 745010,
QEAA TAE2 R Qlo L5k B0 F5Y S24)S &Asfot=0 && 7+530
- CENTRISE 2E4A ZHES Sl MS(OE 19 &)
[13 18] CENTRIS 2EAA JFHQA AlH A1a|=
P1. Component DB P2. Component identification phase
construction phase INPUT
. Target | .| Component
0SS dataset software - Compare | Result identification
Appiication | OUTPUT
Redundancy COSS of 0SS L4
elimination 0SS
— — components
~—————] For all stored 0SS . Version &
Component DB reuse patterns
e ——
EX) Deirietn ZRHE T

[23 19] CENTRIS 2EA

Result of Component Tree (ctree) generation

Identified 5 OSS in your package.

jemalloc 440
@ luav2_4
LuaJ\TvZ.0.0
@ linenoise 1.0
@sds 200

redis O

30 HOMRA “‘QEAA FFLE 2= 22U A, ZUY ARE 7|2

30
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RIEBtTt”, 2021. 3.
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- AQA ABZH(ETH) Adrian Perrig W4~ AEHO|A 7St SCION(Scalability, Control, and
Isolation On Next-Generation Networks)2 HE|IA 2IRES Sof =2 7848 E&otL
M0 SAE 2 £ Us AAIH HIEYZ 7=

- ATEQ0 HO HEXH(SDN) 7[&2 WEHZ L M0 HHI G0y HHS 225t 0|8X7t A1H™

N) 7
D270 7hstt QEets BE 4 UE 7I8=, /IE HESHA RS Vi /s
- AEEMZS Aot/ flet 71&2! CIRCUITO| & F32

- CIRCUIT: XMHIATZE H22| 3l(Heap) I2HEE 7|HIO2, RHIAIYE FET} HES} T
SN Yot I-EMAS EXlsk= 7120 20 &1)

rr

- IEEMY & WAMOIES AHIAIYE H22| g 1 D28H IZPEXY Q| AIZLLX(Signature)S
ddotil, sid AU X7t E%*EIOMAE 4 MOIEE Al 2M, -EITS A

- CIRCUITE Safl &M 2& %11 = 30T /42| & AO[EXA 1,813702 IBEMZ & AIOIES FA

[23 20] CIRCUITS| IEEMZ EIX| ¢12|E

P1. Signature generation P2. Cryptojacking detection

(L e
i INPUT ;
: { } H h Ref fl i :
' : eap grap eference flow | =« '
' _>[ generation H extraction i7¥| Reference flows :
i JS " i
! Mining sites u i
' script code " OUTPUT :
: " signatures !
H H [} '
! INPUT " » Noor :
; :E CompareV > @ S
. {: E o Heap graph | Reference flow | " .

> : > . ==>»| Ref fl A T
: 2 generation | extraction f ererence TlOWS | cryptojacking sites E
(] iy (]
. Websites - !
! script code H '

31 Xin Zhang, Hsu-Chun Hsiao, Geoffrey Hasker, Haowen Chan, Adrian Perrig, David G Andersen, “SCION: Scalability,
control, and isolation on next-generation networks”, IEEE Symposium on Security and Privacy, 2011. 5.

32 Hyunji Hong, Seunghoon Woo, Sunghan Park, Jeongwook Lee, Heejo Lee, “Circuit: A JavaScript Memory
Heap—-Based Approach for Precisely Detecting Cryptojacking Websites”, IEEE ACCESS, 2022. 9.
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